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• SCOPE OF CYBER LAW

• IMPORTANCE OF CYBER LAW

• NEED OF CYBER LAW

• ROLE OF CYBER LAW

• JURISPRUDENCE OF 

CYBER LAW

• ADVANTAGES OF 

CYBER LAW

• IT ACT 2000

Cyber Law  helps to reduce cyber 

crimes

It gives important to 

control the cyber crimes

LAW IS NEEDED TO TAKE ACTIONS IN A 
SYSTEMATIC MANNER

IT HAS IMPORTANT ROLE IN REPRESENTING 
AND DEFINING THE NORMS OF THE      
CYBER SOCIETY

Jurisprudence studies the concepts of 

law and the effect of social norms and 

regulations on the development of law.

Blocking unwanted content from 

Internet

It helps to attempts to change outdated laws 

and provides ways to deal with cyber crimes.



• CYBER SECURITY 

STRATEGIES

• DISADVANTAGES OF 

CYBER LAW

• CYBERSPACE

• INTERNET HISTORY & 

EVOLUTION

• INTERNET GOVERNANCE

• NEED FOR CYBERSPACE

• MALWARE

STRENGTHENING REGULATIONS

Rigidity of law is one of the 

disadvantages of law because an ideal 

legal system keeps on changing 

according to the changing needs of the 

people.

Cyberspace is the electronic medium of 

computer networks, in which online 

communication takes place.

Cyberspace handles gigantic 

traffic volumes every second.
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CYBER LAW AND ITS IMPORTANCE
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It protects the integrity of the government and 

reputation of the country.

It helps preclude a country from becoming a 

shelter for bad actors, including terrorist actions 

using /attacking IT systems.

It helps prevent a country from becoming a 

repository for cyber-criminal data.

It increases market confidence and 

certainly regarding business operations 

and attract  foreign  direct investment.

It increases national security and 

deter corruption.

It helps  in ICT training basis.





IT HAS IMPORTANT 
ROLE IN 

REPRESENTING AND 
DEFINING THE 

NORMS OF THE      
CYBER SOCIETY

IT HELPIN GIVING THE 

RIGHT TO ENTER INTO 

LEGALLY ENFORCEABLE 

DIGITAL CONTRATCS

IT HELP IN 

MAINTAINING 

THE CYBER 

PROPERTIES
CYBER LAW 

HELP IN TO 

CARRY ON 

ONLINE 

BUSINESS

IT HELPS IN 

PROVIDING 

LEGAL 

RECOGNIZATION



Jurisprudence studies the concepts of law and the effect of 

social norms and regulations on the development of law. Jurisprudence refers to 

two different things.

 The philosophy of law, or legal theory

 Case Law

It does not study the characteristics of  law in a 

particular country(e.g.. INDIA) but studies law in general i.e. those attributes common 

to all legal systems.

It is the law that is established through the 

decisions of the courts and other officials.

Case law assumes even greater significance when the wordings of  a particular 

law are ambiguous. The  interpretation of  the courts helps clarify the real objectives 

and meaning of  such laws.
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Most of these type sof the cyber crimes have  been 

addressed by the IT Act of 2000 and IPC. Cyber crimes under 

the IT Act include:

 Sec.65, Tampering with computer source 

documents.

 Sec.66, Hacking computer systems and data 

alteration.

 Sec.67,Publishing obscene information.

 Sec.70, Unauthorized access of protected 

systems

 Sec.72, Breach of confidentiality and privacy.

 Sec.73, Publishing false digital signature 

certificates.



There are also special laws and cyber crimes under the IPC include:

• Sending threating messages by email, Indian penal code 
(IPC) sec. 503

• Sending defamatory messages by email, Indian penal code 
(IPC) Sec.499

• Forgery of electronic records, Indian penal code (IPC) Sec. 
463

• Bogus websites & Cyber Fraud, Indian penal code (IPC) Sec. 
420

• Email spoofing, Indian Penal code (IPC) Sec. 383

• Web-jacking, Indian penal code (IPC) Sec. 383

• Email Abuse, Indian Penal code (IPC) Sec. 500

• Online sale of arms under Arms Act, 1959
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DISADVANTAGES 

OF CYBER LAW



Rigidity of law is one of the disadvantages of 

law because an ideal legal system keeps on changing 

according to the changing needs of the people.

Conservative nature of law. Both the lawyer and 

judges favour the continuation of the existing law.

Another defect of law is its undue and needless 

complexity. It is true that every effort is made to make 

law as simple as possible but it is not possible to make 

every law simple. That is due to the complex nature of 

modern society. Lawyers also insist on drawing fine 

distinctions on the various points of law. This does not 

bring justice nearer but merely helps the clever and the 

crooked.



CYBERSPACE





The Internet, popularly called the Net, was created in 
1969 for the U.S. defense department. Funding from the 
Advanced Research Projects Agency (ARPA) allowed researchers 
to experiment with methods for computers to communicate with 
each other. Their creation, the Advanced Research Projects 
Agency network(ARPANET), originally linked only four separate 
computer  sites at U.S. universities and research institutes, where it 
was used primarily by scientists.

IN early 1970s, other countries began to join ARPANET, and 
with in a decade it was widely accessible to researchers, 
administrators, and students throughout the world. The National 
Science Foundation (NSF) assumed responsibility for linking these 
users of ARPANET, which was dismantled in 1990. The NSF Network 
(NSFNET) now serves as the technical back bone for all Internet 
Communication in the United States.





NEED FOR CYBERSPACE

► Cyberspace handles gigantic traffic volumes every second.

► Cyber space absolutely open to participation by all.

► Cyberspace offers enormous potential for anonymity to its members.

► Cyberspace offers never-seen-before economic efficiency.

► Electronic  Information has become the main object of cyber crime. It 

is characterised by extreme mobility which exceeds by far the mobility 

of person goods or other service.

► A software source code worth cores of rupees or a movie can be 

pirated across the globe within hours of their release.

► Theft of corporeal information (e.g. Books, Paper, CD, ROMs, Floppy 

Disk) is easily covered by traditional penal provisions.








